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DETAILED ACTION 

This action is in response to the amendment filed on June 28, 2006. The Examiner 
acknowledges that claims 1, 11, 17, 23, 28, 32, 36, 40, & 41 have been amended, no claims have been 
canceled, and no new claims have been added. Tlierefore, claims 1-41 are currently pending. 

C^im Rejecnom - C/S C§ 112 
The following is a quotation of the second paragraph of 35 U.S.C 112: 

The specification shall conclude with one or more claims particulariy pointing out and distincdy claiming the subjea 
matter which the applicant regards as his invention. 

Qaims 30, 31, 38, & 39 rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant regards as 
the invention. 

Qaims 30, 31, 38 & 39 recite the limitation "cheaters". There is insufficient antecedent basis 
for these limitations in the claim. Claims 23 & 32, from which claims 30, 31, 38, & 39 depend, do 
not appear to set up an antecedent basis for "cheaters". It is unclear if "cheaters" are those who 
exceed the threshold, and if "cheaters" are not those who exceed a threshold, it is unclear what 
defines "cheaters" in the claims . 

C/atm Rejections • USC§ 10 J 
35 U.S.C 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of maner, or any 
new and useful improvement thereof, may obtain a patent therefor, subject to the conditions and requirements of 
this tide. 

Qaims 17-22 rejected under 35 U.S.C 101 because the claimed invention is directed to non- 
statutory subject matter. Claim 17 recites "... a game... " which does not appear to produce "a 
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useful, concrete, and tar^ible result" according to the requirements of 35 U.S.C 101. The "game" in 
this situation is considered analogous to a computer program persCy which is considered to be non- 
statutory subject matter. According to MPEP 2106, computer programs "are neither computer 
components nor statutory processes, as they are not *acts* being performed. Such claimed computer 
programs do not define any structural and functional interrelationships between the computer 
program and other claimed elements of a computer which permit the computer program's 
functionality to be realized." See MPEP 2106 for guidance in presenting properly drafted claims. 

a^/>^ Rejecuom - J/ USC§ 102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed in 
the United States before the mvention by the applicant for patent or (2) a patent granted on an application for patent 
by another filed in the United States before the invention by the applicant for patent, except that an international 
application filed under the treaty defined in section 351(a) shall have the effects for purposes of this subsection of an 
application filed in the United States only if the international application designated the United States and was 
published under Article 2 1 (2) of such treaty in the English language. 

Claims 1-11, 14-22, 40, & 41 are rejected under 35 US.C 102(b) as beii^ anticipated by 
"Security Issues in Online Games" byjianxin Jeff Yan &Hyun-Jin Choi (hereafter "Yan et aQ. 
Claims 1, 3-5, 7, 17, 18, 20: Yan et al. disclose the same invention including a cheating 
detection method including monitoring players via an engine, which is considered the 
cheater detection portion, in a game to identify one of a plurality of player-exploitable game 
conditions produced by the game itself (i.e. item duplication, page 130, section Gl) and 
detecting which players are using the player-exploitable game conditions to cheat (i.e. 
identifying them based on the monitoring). Yan et al. disclose that a cheater detection engine 
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is capable of automatically monitoring critical game events and variables. Yan et al. also 
disclose the monitoring is for the purpose of detecting and preventing cheating. Yan et al. 
disclose that adding logging and auditing to the detection system will not only provide good 
protection against insider cheating, but also a unique solution for dealing with some cheats 
(page 131, section G7). The criteria met for logging to take place is simply that the player is 
playing the game in which logging is present. 

Claim 2: Yan et al. disclose player- exploitable game conditions include virtual assets (page 
127, section B-3). Thus, monitoring of game events and variables must include the 
acquisition of virtual assets since an acquisition of a virtual asset is considered a game event. 
Claim 6: Yan et al. disclose different types of player-exploitable game conditions to 
participate in cheating of a game, which gives one player an advantage over another player 
(page 126, section A). One example is "camping" in which a player would be sitting with a 
gun in a comer or similar location where other players must pass, in turn easily attacking the 
other players (page 126, section A). This is considered a player exploitable game condition 
that results in cheating because there is no hard coded rule in most games that require a 
player to be continuously moving. 

Claims 8, 21, & 22: Yan et al. disclose the built-in detection engine should be implement in 
a game server (page 130, section Gl) which the client or player is connected to through a 
networi^ thus the detection engine is included as a portion of a network. The server is also 
considered a "stand-alone computer system" since it is not considered dependent on any 
other system. 

Claims 9 & 11: Yan et al. disclose an active complain- response channel or system to let 
players of a game complain to game operators about potential security threats or information 
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related to specific cheaters, in return, the game operators may send responses to those 
who Ve complained and cheaters who've been named (page 131, section G6). Yan et al. 
disclose reporting "possible cheatings" to cheaters and other players, which maybe 
considered reporting the actual activities the suspected cheater conducted to be labeled a 
cheater. 

Gaim 10: Yan et al. disclose security protocols that may disconnect a client if a validation 
process fails and the client is suspected of cheating (page 129, section B-10). 
Claim 14: A glitch in a map, level, or scene of a gaming application is inherently a player 
exploitable gaming condition. Glitches in maps include invisible spots which should be 
nothing, but end up being a hard platform that a character or player in a game is able to 
stand on, which puts that player at some location other than the ground plane in the virtual 
scene. One quick example is the game "Quake 2" which has a map called "The Edge" that 
has a map glitch which lets a player go to a specific spot in the map and enables the player to 
essentially "sky walk" and makes the player appear as though he's walking through the air. 
The map glitch is considered a player exploitable game condition, thus map glitches are 
inherently player exploitable game conditions since they are capable of allowing a player to 
be at some location other than the ground plane in the virtual scene. For clarification 
purposes, the Examiner also interprets claim 14 in altemative way, such that when a player is 
playing a game and he/she, for example, climbs a ladder, that is "positioning the player at 
some location other then the ground plane of the virtual scene" and is considered a player 
exploiuble game condition because the player can in fact carry out that act. 
Claims 15 & 16: Yan et al. disclose the player-exploitable game conditions include a scoring 
cheat, such that some cheaters may stealthily remove live stones instead of dead stones from 
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within a game known as Go (also known as WeiQi or Baduk) ovemiming the results (page 
127, section B-2 & page 131, section G7). Yan et al. disclose that money or expense exploits 
are within virtual assets cheating and where there is virtual money or expenses, there are 
cheaters trying to exploit the game to gain money in the virtual world (page 128, section B- 

3). 

Claim 19: According to Applicant's specification an "asynchronous activity pump" provides 
desired game data relating to the play of the players in a game to the "play monitor". Yan et 
al. disclose a built-in detection portion which monitors game events and variables (page 130, 
section Gl), which is considered to be an "asynchronous activity pump" to provide the 
gaming events and variables to the detection portion (which is considered the play monitor). 
Claims 40 & 41: Yan et al. disclose various methods of players cheating and exploiting 
player-exploitable game conditions in various games and also methods for cheater detection 
and prevention, specifically a built-in detection system at the server level. Yan et al. explains 
that virtual assets are a big area in which exploiting is used. The built-in detection system 
disclosed monitors every game event and game variables (page 130, section Gl), thus, it is 
considered to monitor every item accmed, traded, lost, gained, etc. in a virtual world and 
indicate this to the player monitor (the built-in detection portion) so that a determination can 
be made by the built-in detection portion as to whether a player- exploitable game condition 
is being exploited. With regards to claim 41, Yan et al. disclose that there should be a 
relationship between the number of items moved around and the number of items generated 
by the server and if this principle is violated (such as virtual property being accrued to 
quickly by a single user) a triggering event is sent to the built-in detection engine to take 
appropriate action. Also, the cheat detection and aU the features/ systems discussed here 
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must be carried out by instructions (program code) recorded on a computer readable 
medium since the features/ systems are considered part of a computer or video game which 
runs on a computer or equivalent gaming console. 

Claim Rejections - J J l/SC§ 10 J 
The following is a quotation of 35 U.S.G 103(a) which forms the basis for all obviousness 
rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set foxth in section 
102 of this title, if the differences between the subjea matter soi^ht to be patented and the prior art are such that the 
subject matter as a whole would have been obvious at the time the invention was made to a person having oidinaiy 
skill in the art to which said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

Claims 12, 13, 23, 24, 27-33, &: 35-39 are rejected under 35 US.G 103(a) as being 
unpatentable over Yan et al., as applied to claims Ml, 14-22, 40, & 41, where applicable, in view of 
Leen et al. (US. Patent No. 6,979,267). 

Gaim 12, D, 23, & 32: Yan et al. disclose the invention substantially as claimed including 
monitoring the player of a plurality of players in a game using a built-in detection system. 
Yan et al. also discusses how logging would help in proving that a particular player cheated, 
thus, implementing the logging includes logging all game events and variable changes as 
monitored by the built-in cheat detection system for a particular game session. Yan et al. fails 
to specifically disclose a threshold has been set and to determine if a player exceeds this 
threshold. The Examiner believes these maybe inherent within the operation of a built-in 
cheat detection system, to set a threshold of proper game play and the detection system 
would detect when a player exceeded that threshold of proper game play. However, rather 
then merely assuming this takes place, the reference, Leen et al. specif ically discusses setting 
a threshold in a game and monitoring if this threshold is exceeded. Leen et al. teach that by 
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monitoring a threshold in a gamii^ environment a game operator or statistics server could 
determine if a particular player was participating in the game at an expected skill level or not. 
Leen et al. also specifically point out that that such an audit of player performance may 
reveal cheating. Thus, if a player in Leen et al's system were to exceed a threshold, it would 
be determined that the player is too skilled and is probably cheating (column 8, lines 29-40). 
Therefore, it would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify the built-in detection system taught by Yan et al. to specifically include a 
threshold and determine if a player is cheating by determining if the threshold is exceeded in 
order to maintain a fair and enjoyable gaming experience for all players. With regards to 
claim 32, instructions (program code) recorded on a computer readable medium must be 
used since elements disclosed are considered part of a computer or video game which runs 
on a computer or equivalent gaming console. 

Gaims 24 & 33: The logging is considered to encompass all of the game events and variable 
changes, thus, the logging is capable of being used by the detection system to determine 
cheating. 

Gaims 27-29 & 35-37: The combination of Yan et al. & Leen et al. disclose predetermined 
thresholds used in detecting cheating. One of ordinary skill in the art would find it obvious 
to use the game events related to acquiring virtual assets, rollover rates (i.e. excess scoring), 
and dupping (i.e. fraudulent trading or sale of virtual assets) for use in setting a threshold. 
Yan et al. disclose all three areas of exploitable game conditions, such as the rate of acquiring 
virtual assets (page 128, section B-3 & page 131, section G4), scoring cheats or rollover rates 
(page 128, section B-2 &page 131, section C7) and dupping or fraudulent trade/ sale of 
virtual assets (page 128, section B-4 & page 131, section G4). With the knowledge of these 
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well known exploitable game conditions, one of ordinary skill in the art would have found it 
obvious to create a threshold around these areas and to use the game event data and game 
variables to monitor the rate at which these game conditions are exploited in order to 
maintain a fair gaming experience for all players by removing or otherwise punishing players 
that are cheating in any area of the game, be it building assets, having a h^her score, or even 
selling off their virtual items in the real world, since all of these areas of game play contain 
player exploitable game conditions. Therefore, it would have been obvious to one of 
ordinary skill in the art at the time of the invention to modify the cheat detection system w/ 
thresholds as tav^ht by the combination of Yan et al. & Leen et al. to include a threshold 
based on acquiring virtual assets, rollover rates (i.e. excess scoring), and dupping (i.e. 
fraudulent trading or sale of virtual assets) in order to maintain a fair and enjoyable gaming 
experience for all players by removing or otherwise punishing players that are cheating in any 
area of the game, be it building assets, having a higher score, or even selling off their virtual 
items in the real world, since all of these areas of game play contain player exploitable game 
conditions. 

Gaims 30, 31, 38, & 39: Yan et al. disclose that post-detection mechanisms are needed 
when cheating has been detected, such that cheaters should be punished and victims 
damaged unfairly in the game caused by the cheating should be restored (page 131, section 
G8). Thus, Yan et al. discloses punishing of cheaters and modifying the game to restore any 
losses accrued by the victims of the cheating incident. 
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Qaims 25, 26, & 34 are rejected under 35 US.C 103(a) as being unpatentable over Yan et al. 
& Leen et al., as applied to claims 12, 13, 23, 24, 27-33, & 35-39, where applicable, further in view of 
Heller et al (US. Patent Application Publication No. 2003/0216962). 

Gaims 25, 26 & 34: The combination of Yan et al. & Leen et al. disclose the invention 
substantially as claimed except for specifically disclosing or suggesting that the predetermined 
thresholds used in the cheater detection system are capable of being modified during game play or 
reset. However, Heller et al. teach a similar cheat detection system that relies on user feedback to 
report cheating. A threshold is set in Heller similar to that in the combination of Yan et al. & Leen 
et al, however. Heller et al. teach the threshold is capable of being modified based on the number of 
players in a game (abstract & paragraph 0010) and also teach resetting a particular players threshold 
due to it being met and requiring the person to resubmit for a new account (claims 27 and 38), thus 
obtaining a reset threshold. Allowing for adjusting the threshold creates a system, which is flexible 
and may work with various types of gaming applications including different amounts of players. 
Therefore, it would have been obvious to one of ordinary skill in the art at the time of the invention 
to modify the combination of Yan et al. &Leen et al. to automatically adjust thresholds based on the 
number of active players and also to reset a threshold for a particular player once it has been met, 
further removing that players account and requiring resubmission for a new account in order to 
create a flexible cheat detection system which may work with various different types of gaming 
applications including different amounts of players. 

Response to Arguments 
The Applicant remedied the claim objections with respect to claims 1 and 32, therefore, the 
claim objections are withdrawn. 
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The Applicant's arguments filed June 28, 2006, with respect to the 35 US.C 112, 1'' 
paragraph rejections of claims 1-16 have been fully considered and arc persuasive. The rejections 
arc wididrawn. 

The Applicant remedied the 35 US.C 112, 2"^ paragraph rejection, with respect to claims 10, 
11, 28, & 36, therefore, the rejections are withdrawn. 

The Applicant's aig;uments filed June 28, 2006, with respect to the 35 US.C 112, 2""* 
paragraph rejections of claims 30, 31, 38, & 39 have been fuUy considered but they are not 
persuasive. The Applicant aig;ues that "cheater^' or "cheaters" is defined within the specification. 
While, the Examiner screes the specification defines who cheaters are, the claims themselves lack 
antecedent basis. For example, claim 30 recites "... punishing cheaters... " however, the specific 
definition or even the term "cheaters" does not appear within claim 23, which is the parent or base 
claim of claim 30. Despite the specification's antecedent basis of the term "cheaters" the base claims 
must also provide the term or definition of the term for use in dependent claims. Therefore, the 
rejection is maintained. 

The Applicant's arguments filed June 28, 2006, with respect to the 35 US.C 101 rejections 
of claims 17-22 have been fully considered but they are not persuasive. The Examiner respectfully 
requests the Applicant to review MPEP 2106, which discusses the guidelines of 35 US.C 101. Qaim 
17 must produce a tangible result. The addition of "implemented at least in part by a computing 
device" does not remedy the 35 US.C 101 issue. Qaim 17 recites "... a game... " which does not 
produce a tangible result. The entire claim appears to be a computer process, in which identification 
and monitoring processes are processes carried out, however, no tangible result (i.e. displaying the 
information on a display device) is obtained. 
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The Applicant's arguments filed June 28, 2006, with respect to claims 1-22 & 40-41 have 
been fully considered but they are not persuasive. The Applicant ai^es that Yan discusses a 
cheating detection engine that looks for specific "triggering events" within predefined game events 
and variables and novAiere does Yan disclose or si^gest the ability to identify one or more player- 
exploitable game conditions that are produced by the game itself. The Examiner respectfully 
disagrees. To begin, the Examiner would like to stress the broadness of Applicant's claims, 
specif icaUy claim 1 . The broadest reasonable interpretation is being taken with respect to claims 1 & 
17. Yan discloses an exan^le of a popular player-exploitable condition, such as item duplication. 
Yan further explains that the number of items generated by the system (interpreted as "by the game 
itself") should always equal the number of items that are possessed and consumed by all the players 
within the game. Thus, it is being considered that item duplication is a player-exploitable game 
condition produced by the game itself (i.e. the system creating more items that it should be creating). 
In contrast to the Applicant's characterization of Yan, the "tr^gering event" does not occur within a 
pre-defined cheating behavior, rather, the triggering event is a trigger to cause the system or game to 
initiate a process in w4iich the system or game will void the game change that the cheating behavior 
would like to achieve and record the cheater's ID (Yan at page 130). Thus, clearly the cheat 
detection engine does not look for triggering events, but rather "player-exploitable game conditions 
produced by the game itself" and then triggers counter measures via the triggering event. For the 
counter measures to be performed, an identification of which player- exploitable game condition that 
was exploited must be conducted. Therefore, Yan is considered to anticipate at least claims 1 & 17 
as discussed in the above office action. Additionally, the identification the cheat taking place in Yan 
is considered equal to "... identified, at least in part, by observing a player's play of the game" of 
claims 1 & 17. 
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The Applicant's arguments filed June 28, 2006, with respect to claims 23-39 have been fully 
considered but they are not persuasive. The Applicant argues that The Examiner has failed to 
provide a proper prima facie case of obviousness for the reason being that the cited references fail 
to disclose or suggestion all of the claimed limitations. Specifically, the Applicant argues that Leen 
discusses a predetermined threshold associated with a user and the claimed invention associates a 
threshold for a game. The Examiner respectfully disagrees with Applicant's characterization. Leen 
discusses a threshold for a user, however, game specific information is compared to user 
information to determine if each individual user exceeds the predetermined threshold, thus, the 
threshold is considered for the game as well as for the user, at least because the user is playing within 
the game, thus anything associated with the user is also associated with the game. In addition, Yan 
can also be considered to perform this limitation, such as in the example discussed above with 
respect to item duplication. It can be seen that Yan's cheat detection ermine puts a threshold on the 
number of items generated by the system, which is equal to the number of items possessed or 
consumed by all the players of the entire game. Thus, as described by Yan, when this principle or 
threshold is violated, a counter measure to stop the creation of items is implemented and the 
identified player's ID is recorded (i.e. the cheater's ID is loggec^. Thus, this, not only supports the 
examiners "belief" as stated in the office action, but adds additional support to the rejection, in 
which Leen is used as an example. 

Conc/usion 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set fordi in 37 CFR 1.136(a). 
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A shortened statutory period for reply to this final action is set to expire THREE MONTHS 
from the mailing date of this action. In the event a first reply is filed within TWO MONTHS of the 
mailing date of this final action and the advisory action is not mailed until after the end of the 
THREE-MONTH shortened statutory period, then the shortened statutory period will expire on 
the date the advisory action is mailed, and any extension fee pursuant to 37 CFR 1.136(a) will be 
calculated from the mailing date of the advisory action. In no event, however, will the statutory 
period for reply expire later than SIX MONTHS from the mailing date of this final action. 

Any inquiry^ concerning this communication or earlier communications from the examiner 
should be directed to Milap Shah whose telephone number is (571) 272-1723. The examiner can 
normally be reached on M-F: 9:30AM-6:00PM. 

If attempts to reach the examiner by telephone are unsuccessful, the exaniiner's supervisor, 
John Hotaling can be reached on (571) 272-4437. The fax phone number for the organization 
where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIK Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR system, 
see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR system, 
contact the Electronic Business Center (EBQ at 866-217-9197 (toll-free). If you would like 
assistance from a USPTO Customer Service Representative or access to the automated information 
system, caU 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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